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MEMORANDUM FOR: Acting CIA Henber 
Yational Foreign Intelligence Board 


FROWN : Kovert W. Gambino 
Director of Security 
SURJECT : Re6lease of Sensitive Conpartmented 
Information to Contractors/Consultants 
REPERENCE >: Memo dated 19 June 1976 from Director, 


GIA to Chairman, NFI8, samo subject 
(TCS Fi s39212- 76) 


1. The referenced Defense Intelligence Agency (DIA) 
proposal to provide Sensitive Compartmented Information 
{6 cI} to contractor personnel en gazed on the World-Wide 

Military Command and Control System hice does not 
appear to ve totally incompatible with either the DCI 
Policy on Release of Foreign fatal ivence to Contractors 
Eanaed oats ited into DCTD 1/7) or Annex F of the DCI 
Cornmi peak ions Intelligence Security Regulations (CISR). 
It dee pose a provblen, however, with regard to the ORC: 
and YOCOFPRACTOR controls imposed under DCI 1/7. ey 
controls are utilized in some cases to protect the sources 


and methods employed in clandestine EE so 25X1A 
collection and nay require individual, case-by-case 
jucguents regarding their releasability to contractors. 


2. In order to support the WIAICCS, a high priority 


and. iaahen development effort of the Departrent of befense 
{Bo ralis! should be possible py making specific 

bile ee arreements between Intelliszence Community agencies 
and the vod to release SI and TK material to contractors, 
subject to the constraints immosad by SCId 1/7 and the 
CTSR and taose reyuired for the protection of clandestine 
sources and methods. Such agreements should include the 
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yh, Tne disclesuare guthority must be 
subject to stipulated time limitations. It 
way mot De open-endad, 


e, Contractor employees/consy itants must 
be approved for each specific SCI compartment 
to waica they will have access. 


d. Contractor/consultant personnel mu 
be identified by name, and changes or addi 
must be reported to all parties to the agrs 
ments. The number of contractor personnel 
must be severely lisited. 


@. The SCI material may be viewed or 
utilized only within appropriately accredited 
LU. S. government facilities and may not be 
removed from such presises by contractor 
personnel. 


. fF. Contractor/consultants may not reproduce 
SCI material, 


t. Contractor/consultants and tneir 
contractor enployers must agree in writing taat 
any inforwation obtained under the desilenated 
contract may not be revealed to other contractor 
esnloyees. 


te. Records must be ke pt tdentifying 
ahi eae pe ersénnel who have had access to 


inceltiganes materials. 


3. iile tne Forecoing would proviJe relief for use 
of SC¥-controlled materials, because of the possibility of 
rigk to clandestine collection ani husan resources, it will 
not be gassivie to provide blanket approval for the dissen- 
ination of DPCON or NOCONTRACTOS material originated by 
CIA to contractor personnel. Insteal, a special arrange- 
rent is recomwnsenie?d providing shortened channels for approval 

or 


er disapproval, on a document-by-docunent basis, ) 
and/or NOCONTRACT material. A CIA Focal ooiat should pe 
desisnated, with the priority mission of providing proxpt 
service to WMCCS reques St3 for disclosure of M200. and/or 
SOCOUTRACT materials to desisnated contractor personnel. 
Tris arranvenenat shonld be a part of tie overall agreement 
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